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THF USE OF ({D,MUF) AND MAXTMI'™ LIKELIHOCD METHODS
FOP DETECTING FALEIFICATION AND DIVEPRSION
IN DATA VEFIFICATION PFCOBIEMS

ARSTPARCT

The irvestigation of data falsification and/or diversion
is of major corcern in ruclear materials accounting procedures
used in international safequards. In this paper, two
procedures, denoted Ly (D,MUF) and LF (Like]ihood Eatio), are
discussed and compared when testing the hypothecis that neither
diversion no.: falsification has taker place versus the
one-sided alternative that at least cne of these parameters is
poritive. Ciritical realons and detection probalilities arc
giver for hoth tests. It is showr that the LF method

outnerfarms (D,MUF) when Adiverrion arA falrification tale place.

1. TETFODUICTTON

Tle following ix an excerpt from IAFA document INFCIFRC /153,
item 2u.
"...provides for the use of materlal
accountancy as a safeguards measure of

fundamental importancecs. "
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Materials accountancv is utilized kv JTAFER inspectors to
review materials ltalance results obtained by a plant operator
to investigate wrether anv diversion ard/or falsification has
taken place.

In case of diversion, the plant operator is likely to
falsify his data in a manner thrat would make his materials
balance appear valid. To "verify" the operator's results, the
inepector must independently obtiin observations on the same
material measured !y the operator. The success of uncovering
any diversion ard/or falsification relies upon a statistical
evaluation of hoth operator and inspector data. In any
analysis, it must he recognized that the operator has many
strateagies availatle that could conceal diversion, while the
inspector has no a priori knowledge ahout the actual situation.

Manv Aifferent statistical tests could e developed to
test for diversiorn ard/or falsification. It iz the purpose of
this paper to compare a test called (D,MUF), devised hy
Avenkaus and Beedgen [l], with the classical likelihood ratic
(LR) tesu, which has heen applied to this problem by Shipley
[?] and Goldmar, et al. [3). The bynothesis of zero
falsification and zero loss is tested against the one-sided
alternative that lose and/or falsification have taken place.
The comparison invelves a study of critical regions, detection

protabilities, and decision procedures.
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2. (D,MUF) TEST

Consider the materials balance model

MLFI 4+ €r i c o *
where O and I denote operator and inspector, respectively, &
and f denote amounts of material diverted and falsified, and
eo and eI are independertly, normally distrikbited random

2
varlalles ravina zero mear and known variances ﬂo and

')

?I, respectivelv.

~ke kypot'esie of concern, i.e., zero falsificatiorn and
zero logs, can he writter and tredted in many different ways.

Cne such wav is glven Fry the (D,MUF) approach, where

= u - & Y MU = M .
r M FO M FI and UF NIFO

2.1. (D, MUF) Hypotheser

H.: E(MUF) = 0 ; L{(=-PN) =20 .
H: E(MUF) =d4-f>0 3 E(-D)=f>0 ; &> 0 .

]
A rectangular acceptance regicn for H0 is depicted in

Fiqure 1. An exprersion for thresholds 8. and s in termr

]

of - apd MUF is given in Section 4. The dAercision to accept

[ ]
"O ir made when =D 7% n] ant MUF 7 g _; otherwi se

L]
”n ir accopted.
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3. LIKELIHOOD RATIO TEST

The LF test may be used to test H; by using a tech-
nique suggested by Xudo [5]. The (HUFI,D) statistics are
simplest to apply in the LR framework; consequently, a hypothe-
sis expressing the expected value of (MUFI,-D) is given. Tae

n
alternative hypothesis (Ha) gives a rejection region dif-

L}
farernt from Ha and is consistent with Kudo's development.

4.1. MUFI,D Hypotheses

H_: E(HUFI) =d=a2Q0 ; E(-D) = f =0 .

Hi: E(MUF,) =d 20 ; F(-D)=£20 ; d4£>0 .

The test statistic is given by

X = (MUFI,-D)A-l(MUFI,-D)'

= min T(MUFI -d,-D = f)A-l(HUFI - d,-D - f).] ;

d>0
£>0
where

02 o2

1 1
‘\ - [ ]

2 2 2

U + 7
1 oO ’I
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L] L}
Ho(H,) is accepted if x2 j_cz, where

c2 is obtained from

-1
1 -QQ=Pp {iz ->_ cz} m ] - 0(0) + l_[l_—c_o.s——p-]le-cz/z

n '"
H 2
c o.
®(c) = 21— | et2/2 at ana p = ]
V21 = 2 4+ o2

where Q@ denotes the false-alarm probability, PHu denotes
o]
n

the probability under HO' and c is a positive number.

5. ACCEPTANCE REGIONS AND DETECTION PROBABILITIES

Figures 2a,b,c¢ depict critical regions for both LR and
1
(L,MUF) tests under Ho, where @ = 0.05 and
(UO.UI) = (1,1), (1,2), and (1,4).

The (D,MUF) acceptance region is determined by MUF3 <

s, and MUF

<
2 1-8

+ where s, and s_ are expresseaed by

1 1 2

. - - <
0.95 yH,{ D<s,

JMUF < 8.} .
o 2

Complete details are given by Beedgen and Hafer [4].
The LR acceptance region is determined from the disjoint

parts given by
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(1) MUF > -c for MUF < 0 , MUF < 0 ;

I
[—c<MUF <0 0 < MUF <k/c2-MUF2 ;
- o — ‘ - 1~ ' o '
0 < MUF, < MUF. , 0 < MUF_ < ck/V1 + k%
2
MUF
(2) L MUF2 < c2 ; for 4 and
2 o-
2.2 2. 2
< 3 < -
0 < MUF < .’Ac k® - MUFD) /KT,
2
ck//l + k :MUFI<ck .
( ! 2
0 < MUF_ < ck/1 + k°,
MUF_ < MUF_ < (ck/1 + k% = mur )/k?;
(3) MUFI + kzMUFO < ckvl + kz for S and
~= < MUF, < 0,
0 < MUF, < (ok/l + k% - mur)/i%.
(.

where c = 2.183, 2.216, and 2.229 for k = OI/Oo =1, 2,

and 4, respectivelv. An analytical solution for c was used in

the computation of 22.

Examgles

Consider the following two hypothetical cases of operator
and iaspector measurements that were obtained for quantities of

nuclear materials.
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Case 1:

O,=0,=21.0kg , a =0.05 , MUFyj = 1.0 kg , and

MUF_ = 3.0 kg .

It may be seen from Fig. 2a that the (D,MUF) test would accept
Ho, whereas the LR test would accept Ha' i.e., the LR test
would state that falsification and/or loss has taken place and

the (D,MUF) test would disagree.

Case 2:

00 =tJI =1.0kg ,a = 0.05 , MUFO = 3.0 kg , and

MUF_ = -3.0 kg .

Using Fig. 2a, the (D,MUF) test would reject Ho but the LR

test would accept Ho. This example would indicate an

estimated loss of -3 kg, i-e., an excess! The operator would

have an estimated falsification of 6 kg. This event is of

possible concern but probably less so than the previous example.
Detection prohabilities for positive values of 4 and f

(f < d) are given in Table I for (00.01) = (1,1),

(1,2), and (1,4). The LR gives far better protection than

(D,MUF) in this region.
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6. CONCLUSIONS AND SUMMARY

Results of this paper clearly indicate the likelihood
ratlo procedure should be considered in the aralysis of
operator-inspector differences. For example, the LR approach
gave larger detection probabilities than (D,MUF) in the region
f < d under the hypothesis of zero diversion and zero
falsification. It appears that LR would give even higher
detection probabilities if the Ha were expressed as f < 4,

a matter for future investigation.
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TABLE 1:

Detection Probabilities for (D,MUF) and Maximum
Likelihood Ratio (LR) Methods 0g =1, 01 = k

k =1 k=2 k =4

d £ (D,MUF) LR (D,MUF) LR (D,MUF) LR

0 0 0.05 0.05  0.05 0.05  0.05 0.05
1 0 0.18 0.27  0.15 0.18  0.12 0.16
1 1 0.14 0.19  0.10 0.09  0.08 0.07
2 0 0.52 0.78 0.4 0.56  0.38 0.48
2 1 0.22 0.61  0.19 0.29  0.14 0.19
2 2 0.34 0.53  0.19 0.18 0.1l 0.09
3 0 0.85 0.99 0.8l 0.89  0.74 0.83
3 ] 0.53 0.94  0.47 0.68  0.39 0.53
3 2 0.38 0.88  0.26 0.43  0.18 0.24
3 3 0.62 0.85  0.33 0.33  0.16 0.13
4 0 0.98 1.00  0.97 0.93  0.95 0.98
4 1 0.86 1.00 0.8l 0.94  0.75 0.86
4 2 0.58 0.99  0.50 0.79  0.41 0.58
4 3 0.63 0.98  0.38 0.60  0.22 0.29
4 4 0.84 0.97  0.50 0.51  0.23 0.18
5 0 1.00 1.00  1.00 1.00  1.00 1.00
5 1 0.98 1.00  0.97 1.00  0.95 0.98
5 2 0.86 1.00  0.82 1.00  0.75 0.88
5 3 0.70 1.00  0.56 0.89  0.44 0.63
5 4 0.84 1.00  0.53 0.75  0.28 0.36
5 5 0.96 1.00  0.68 0.69 0.3l 9.25
6 0 1.00 1.00  1.00 1.00  1.00 1.00
6 1 1.00 1.00  1.00 1.00  1.00 1.00
¢ 2 0.98 1.0 0.97 1.40  0.95 0.99
é 3 0.88 1.00  0.83 0.99  0.76 0.90
6 4 0.86 1.00  0.65 0.94  0.47 0.68
6 5 0.96 1.00  0.69 0.87  0.35 0.43
‘ € 0.99 1.00  0.82 0.84  0.40 0.32



